Security features identification for CISCO routers by Foroozesh, Behnaz
SECURITY FEATURES IDENTIFICATION FOR CISCO ROUTERS 
 
 
 
BEHNAZ FOROOZESH 
 
 
 
 
A dissertation submitted in partial fulfillment of the 
Requirements for the award of the degree of 
Master of Science (Information Technology - Management) 
 
 
 
 
Faculty of Computer Science and Information Systems 
Universiti Teknologi Malaysia 
 
 
 
JULY 2012 
  
 
 
 
 
 
 
This dissertation is dedicate to my beloved Father, mother and husband 
For their endless sacrifices, supports and encouragement. 
 
  
 
 
 
 
 
 
 
 
 
 
 
  
ACKNOWLEDGEMENT 
 
 
 
First and Foremost thanks to the almighty GOD for giving me chance of study 
and helping me all the time, Then I would like to express my appreciation and deepest 
thanks to the following people for their support. 
 
Especially thanks To my respected supervisor Dr. Norafida bin Ithnin, I have 
appreciated having her as a supervisor thanks for her ideas and advice given through this 
research. 
 
Besides To my dearly loved Father and Mother, who have not only lovingly 
raised me, but who have also helped me greatly in each step of my study and my 
appreciation and Many thanks to my beloved Husband for his support, patience and 
helping me not only in the way of improvement but also for to be happy and energetic 
all the time. 
 
 
 
 
ABSTRACT 
 
 
 
Todays, with complicated networks spread around the world, each action that 
happens or does not happen to a network can affect its state of compliance. Therefore, 
network compliance is of great significance to any organization and in this area the 
important point is that, each network infrastructure device namely; Router, Switch, 
Access point, Firewall etc. has a unique configuration file, containing hundreds of 
settings, rules and various other options. If the configuration changes are done manually 
the opportunity for errors is enormous. To make secure network and in that connection 
organizational data security and integrity, there is a need to have a tool to monitor 
changes to the network. Configuration audit tool is management solution for network 
infrastructure devices for security vulnerabilities. As a consequence of the research 
objectives which are to determine (a) study about the different security risks that 
network devices are exposed to and sequentially study about the available defense 
mechanisms especially related to CISCO devices.(b) study about automation auditing 
configurations and existing settings and solutions (c) propose and discussed about a 
more completed  and secure categorized settings for audit configurations based on 
finding of researches and coding some of them as a demo the samples by Perl script to 
automate the auditing of the configuration file to make sure about security settings, at 
the end of this research suggested tool provides the usefulness of examining the device 
configurations for compliance to a defined set of internal policies, standards and 
templates by the way, greatly decrease the time for secure configurations and this tool 
can also be customized for each an organization. It will help to administrators to at once 
check each device in an Organization for a new vulnerability with only a few mouse 
clicks. 
 
ABSTRAK 
 
 
 
Hari ini,Dengan rangkaian rumit yang merebak di seluruh dunia, setiap tindakan 
yang berlaku atau tidak berlaku kepada rangkaian boleh menjejaskan keadaan 
pematuhan.Oleh itu,pematuhan rangkaian adalah amat penting kepada mana-mana 
organisasi dan di kawasan ini yang penting adalah bahawa, setiap peranti rangkaian 
infrastruktur iaitu Router,Suis,Pusatakses,dan sebagainya.Firewall mempunyai fail 
konfigurasi yang unik, yang mengandungi beratus-ratus tetapan, peraturan dan pelbagai 
pilihan lain. Jika perubahan konfigurasi telah dilakukan secara manual peluang untuk 
kesilapan besar.Untuk membuat rangkaian selamat dan bahawa sambungan data 
keselamatan dan integriti organisasi, terdapat keperluan untuk mempunyai alat untuk 
memantau perubahan kepada rangkaian.Konfigurasi alat audit adalah penyelesaian 
pengurusan untuk peranti infrastruktur rangkaian bagi kelemahan keselamatan.Sebagai 
akibat objektif kajian adalah untuk menentukan ,kajian mengenai risiko keselamatan 
berbeza peranti rangkaian terdedah kepada dan berturutan belajar mengenai mekanisme 
pertahanan yang terutama yang berkaitan dengan peranti,kajian mengenai konfigurasi 
pengauditan automasi dan sedia ada tetapan dan penyelesaian,mencadangkan dan 
dibincangkan kira-kira lebih siap dan selamat dikategorikan tetapan untuk konfigurasi 
audit berdasarkan dapatan penyelidikan dan pengekodan sebahagian daripada mereka 
sebagai demo sampel dengan skrip Perl untuk mengautomasikan pengauditan fail 
konfigurasi untuk membuat pasti tentang tetapan keselamatan, pada akhir alat kajian ini 
mencadangkan menyediakan kegunaan pemeriksaan konfigurasi peranti untuk 
pematuhan kepada satu set ditakrifkan dasar,piawaian dalaman dan template dengan 
cara, banyak masa untuk konfigurasi selamat dan alat ini juga boleh disesuaikan bagi 
setiap organisasi.IA Akan membantu kepada pentadbir sekaligus memeriksa setiap 
peranti dalam Pertubuhan bagi kelemahan yang baru dengan hanya beberapa Klik. 
 
